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Warum Kl den Markt verandert

From Vulnerability to Exploitation

TTE measures the gap between CVE public disclosure and first confirmed in-the-wild exploitation. Zerc

= Mean TTE === Median TTE Weaponized Exploits

Time-to-Exploit Milestones

Projected year when median TTE crosses each threshold — extrapolated from observed 2018

1 1 1 1 1

Year Month Week Day Hour Minute

REACHED REACHED REACHED REACHED PROJECTED PROJECTED

~2021 ~2025 ~2026 ~2027 ~2027
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® zerodayclock.com




Warum Kl den Markt verandert

Zero-Day Rate

Percentage of exploited CVEs where exploitation occurred before or on the day of disclosure (TTE = 0)

= 7ero-Day Rate Exploited CVES
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MISSION:

End Cyber Risk
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Arctic Wolf Security Operations

We Make Security Work

12000+ 24x7 1000+

Kunden In deutsch Security Engineers

5 514+ 3.5M+ 12M+ 1000+

Datacenter Milliarden aktive Agenten and Schwachstellen Incident
weltweit Logzeilen pro 25,000+ Sensoren werden pro Response Félle A ‘v
Tag Woche pro Jahr v
identifiziert ([ . *3 )
\ ’ J\/ i 1//
Arctic Wolf Security Observations
Global Emails Sent
Google Searches
0 100 200 300 400 500 600 700 800
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Arctic Wolf Security Operations

We Make Security Work

12000+ 24x7 1000+

Kunden In deutsch Security Engineers
S5 5.1+ 3.5M+ 12M+ 1000+
Datacenter Milliarden aktive Agenten and Schwachstellen Incident §\
weltweit Logzeilen pro 25,000+ Sensoren werden pro Response Fille ‘
Tag Woche pro Jahr
identifiziert

RED z Gartner
T cooL

VENDOR
WINNER & ) WINNER "¢

500 m SCi¥hrds
Technology Fast 500 WI nner
2019 NORTH AMERICA

Deloitte.

Privacy Shield

Compliant
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Arctic Wolf Security Operation Teams

Das Concierge
Security® Team
entwickelt eine auf Sie
angepasst Security
Journey, um ihren
Schutz kontinuierlich zu
verbessern.

Das Triage Security
Team Uberwacht ihre
Umgebung 24x7 um
Angriffe zu
indentifizieren und Sie
bei der Behebung
unterstutzen
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The Agentic Future is Already Here

Security

Event

....................................

Orchestration

Agents

Koordinatenagenten im
Schwarm

Triage Agent
Investigation Agent
Response Agent

Context Agent

Authoritative
Agents

Flihrt SOC-Aufgaben mit
Maschinengeschwindig-
keit aus

BUILT-IN AGENTS

Al Judge

Qualitats- und
Leistungstiberwachung

Threat Hunting Agent
Threat Intelligence Agent
Detection Engineering Agent

Future Agents

15
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Beispiel Integrationen

Mehr Integrationen verfugbar
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Workshop Beispiele

Proaktive Verbesserung ihrer Security Landschaft

External Assessment

FW Assessment (Basic)

FW Assessment (Advanced)

0365 Security Recommendations
Identity and Lifecycle Management
Patch and Vulnerability Management
0365 Mail Forwarding Review

Phishing and Employee Awareness
Training

Ransomware and Malware Hardening
Group Policy Management Hardening
Log Source Config Review

Cloud Config Review
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Backup Recommendations
PowerShell Review

Email Gateways

AD Attack Vectors

Architecture and Visibility Assessment
DNS Security Assessment

Kerberos Assessment - Kerberoasting
AD Audit Policy Review

Credential Access - DCSync Attack
MS NTLM Assessment

Supply Chain Risk Best Practice
Insider Threat Risk Best Practice

Anomalous Traffic Analysis

Cloud ID Foundation Review
AWS CloudTrail to S3 Best Practice
CIS Benchmarking

Email Trust and Authentication
Assessment

Endpoint Security Review
PsExec Utility Assessment
Asset Classification and Criticality Review

Vulnerability Prioritization and Asset
Baseline Review

Threat Landscape and Prioritizations
Review

Customer Incident and Pentest Report

Pre-Pentest Prep

r9



Meet the Arctic Wolf SecOps Teams

Die zentrale Basis fiir alle unsere Kundenorientierten Security Services (S2)

A (4 A

1\

[ J (]
Triage Team Concierge Team AW Labs
« 24/7 SOC Operations: « Dediziertes, personliches * Global Threat Intelligence
+  Investigation, Analyse, Ticketing, Concierge Security Team (CST) Organisation
Kommunikation flr jeden Kunden . IoC/loA Maintenance
Eg:ﬁ:\l:;nﬁn (E'J?ggg&;il:;/ﬁue Breite & tiefgehende Security Expertise, *  Detection Rule Set
Hersteller-unabhangig . Vulnerability / Risk Guidance
Active Response 5-15 Jahre Erfah CST ) . "
. . -9 ~anre Erianrung pro « Active Threat Hunting, Security
* Angeleitete Incident Behebung Teammitglied Research
« Notfallkontakt fiir Kunden * Guided Security Journey _ _ ¢
offallicontakt 14 unde . Regelmaldige Security Posture in-Depth : Securlty Posture Englneerlng
LokaI? ?Uervu.:e.erbnngung, DE- Reviews (SPIdR) * Ingestion, Detection, Response
Frankfurt/Main: . Minimierung des Kundenrisikos/- (|DR) Modelling
24/7 L1-L3, 4-Schicht, no Follow-the- exposure _ _
Sun . Ticket Root Cause Analyse « Al Oversight + Data Science
24/7 Deutschsprachiger Support o Service Management o Kunden Briefing o SChUIUngen

« Strategische Anleitungen A
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Al + HIi

Artificial Intelligence Human Intelligence

Superintelligence
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Holistic Visibility Unlocks Security Operations

The Agentic Power of the Aurora® Superintelligence Platform

HR Network ¢——— —* laaS
—* SaaS
s Gy
Endpoint ¢ —
: A
Superintelligence
Platform

(?\ External Risks —* Firewall G{E

OPEN AGNOSTIC

INGESTION RESPONSE
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Die Arctic Wolf Aurora Superintelligence Platform

©) [*] @
— v - - *
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Vulnerability Attack Surface Endpoint Managed Endpoint Managed Detection ~ Awareness Incident Threat
Management Management Security Security & Response & Training Response Intelligence
e o o
° °

"~/ AURORA AGENTIC soC \
CONCIERGE EXPERIENCE & SECURITY JOURNEY

AL- -AI
AURORA SUPERINTELLIGENCE PLATFORM

202000 DATA PLATFORM - SECURITY OPERATIONS GRAPH - SWARM OF EXPERTS - AITRUST ENGINE ----- -~ :

OPEN DATA PIPELINE
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Endpoint Mobile Network Cloud Infrastructure
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Arctic Wolf SOC as a Service

Arctic Wolf ist mehr als Managed Detection & Response

o 24x7x365 aus Deutschland von deutschen Experten
» Alle Logs werden DSGVO-konform gespeichert

» Breiteste Visibilitat - Herstellerunabhanige Auswertung aller relevanten Logs
AD, DNS, DHCP, Firewall, Endgerdite, IDS fiir Internet-Traffic und Cloud-Komponenten (laaS, SaaS)
DarkWeb Scanning & External Vulnerability Assessments

» Concierge Security Team : Zugriff auf zwei Security-Consultants, die Ihnen strategisch zur Seite stehen und
den Service auf lhre Bediirfnisse anpassen

* Schwarmintelligenz von >10000 Kunden
* |Industriefihrenden SLA von <30 Minuten fir ldentifikation, Analyse und detaillierte Losungsbeschreibun

« Flatrate - Einfaches, verstandliches und planbares Preismodel




THE LEADER IN SECURI
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