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Vom Hype zur Realität
Wie vor allem etablierte Unternehmen mit 
künstlicher Intelligenz echten Mehrwert schaffen
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KI verändert 
unsere Welt…
… und transformiert 
Leben, Arbeit & Freizeit
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Stille Post
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https://www.nature.com/articles/s41586-024-07566-y
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• Neuere Modelle wurden 
mit anderen Daten 
trainiert, die mehr 
Gedankenstriche 
enthalten

• Gedankenstriche 
sparen Token

“The mystery of em-dashes”

https://msukhareva.substack.com/p/the-mystery-of-emdashes-part-two
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Indeed, the value of data collected 
about genuine human interactions 
with systems will be increasingly 
valuable in the presence of LLM-
generated content in data crawled 
from the Internet.

Shumailov, I. et al. AI models collapse when trained on recursively 

generated data. Nature 631, 755–759 (2024).
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Datenqualität als Fundament

• „Garbage in – Garbage out“

− KI ist nur so gut wie die Datenbasis

− Strukturierte, saubere & 
nachvollziehbare Daten sind 
entscheidend

• Daten strukturieren

− Schema

− OCR
https://www.linkedin.com/in/andreashorn1/
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Text Daten strukturieren

Patient John Smith is prescribed 
Lisinopril 20 mg once daily for 
hypertension, Metformin 500 mg 
twice daily for type 2 diabetes, and 
Atorvastatin 40 mg once daily for 
hyperlipidemia. Patient Maria Lopez 
is prescribed Sertraline 50 mg once 
daily for depression and Albuterol 
inhaler, two puffs every 6 hours as 
needed for asthma. Patient Ravi 
Patel is prescribed Amoxicillin 500 
mg three times daily for 7 days for a 
bacterial sinus infection, and 
Ibuprofen 400 mg every 8 hours as 
needed for pain.

- name: John Smith

  prescriptions:

    - drug_name: Lisinopril

      dosage: 20 mg once daily

    - drug_name: Metformin

      dosage: 500 mg twice daily

    - drug_name: Atorvastatin

      dosage: 40 mg once daily

- name: Maria Lopez

  prescriptions:

    - drug_name: Sertraline

      dosage: 50 mg once daily

    - drug_name: Albuterol inhaler

      dosage: two puffs every 6 hours as needed

- name: Ravi Patel

  prescriptions:

    - drug_name: Amoxicillin

      dosage: 500 mg three times daily for 7 days

    - drug_name: Ibuprofen

      dosage: 400 mg every 8 hours as needed

Schema
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Bild Daten strukturieren

https://huggingface.co/ibm-granite/granite-docling-258M
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Leuchtturmprojekte
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40%88%95%
of Agentic AI projects 

will be canceled by 
end of 20273

of AI pilots fail to 
reach production2

of generative AI pilots 
at companies are 

failing1

1 https://fortune.com/2025/08/18/mit-report-95-percent-generative-ai-pilots-at-companies-failing-cfo/
2 https://www.cio.com/article/3850763/88-of-ai-pilots-fail-to-reach-production-but-thats-not-all-on-it.html
3 https://www.gartner.com/en/newsroom/press-releases/2025-06-25-gartner-predicts-over-40-percent-of-agentic-ai-projects-will-be-canceled-by-end-of-2027
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Erfolgsfaktor Mitarbeitende

• Einbeziehung der Mitarbeiter von Anfang an!

• Sie kennen Schwachstellen und Routineaufgaben

• Sie liefern praxisnahe, realistische KI-Ideen
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Bottom-up-Projektideen,
die wirklich relevant sind!
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KI-Kompetenz aufbauen

• Schulungen für alle Mitarbeitende

• Verständnis fördern über:

− Grundlagen von KI & maschinellem Lernen

− AI/ML Roads less travelled (Structure, Embeddings, CV)

− Grenzen und Risiken (Bias, Halluzinationen, Datenschutz)
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Erst KI-Kompetenz…
… dann Projekte!
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Policy
Violations

Sensitive Data 
Exposure

Insecure Outputs

Model Denial
of Service

Misalignment

Excessive 
Agency

Shadow AI & 
Unsanctioned Use

Prompt Injection 
& Jailbreaks
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Securing AI—A Blueprint
Achieve Governance and Compliance

AI SERVICES (SaaS)

AI
GATEWAY

DEVELOPERS

L1 L2 L3
Secure Your Data
Data Security & File Security
Sensitive Data & Malicious files

1

NIM (MICROSERVICES) 
Secure Your AI Workload
Containers & Code Security
code, pre-runtime and runtime

3

Secure Your
AI Infrastructure
Cloud Risk Management
XDR for cloud including AI-DR
Cloud IPS / Network IPS

4

Defend Against
Zero-Day Exploits

Networks IDS/IPS

5

7Secure usage of
AI services

AI Secure Access

Secure Your AI App
AI Application Security2 Agentic LLM MCP

YOUR WORKSPACE

USERS ATTACKERS

6
Safeguard your  

Employees
Deepfake detection &

Endpoint Security

EMPLOYEES

YOUR AI APPLICATION STACK EXTERNAL

8 Complete AI Asset Visibility for 
Assessing and Mitigating Risks
AI Risk Insights
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LLM01:2025 Prompt Injection
LLM02:2025 Sensitive Information Disclosure
LLM03:2025 Supply Chain
LLM04:2025 Data and Model Poisoning
LLM05:2025 Improper Output Handling
LLM06:2025 Excessive Agency
LLM07:2025 System Prompt Leakage
LLM08:2025 Vector and Embedding Weakness
LLM09:2025 Misinformation
LLM10:2025 Unbounded Consumption

OWASP Top 10 
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TrendAI  AI Security Assessment
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”AI for the rest of us” …
… aber sicher & mit 

Sicherheit
KI Kentnisse & 

Mitarbeiter Projekte
”Ungiftige” und 
saubere Daten

Zusammenfassung
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AI Fearlessly
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Vielen Dank!

Udo Schneider

Udo_Schneider@trendmicro.com
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